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Unicamp Professor for 15+ years
Expert in Artificial Intelligence and Complex Data (23+ years)
Research in both theoretical and applied aspects of Artificial Intelligence

Reasoning for Complex Data (Recod.ai) Lab. Coordinator
> Recod.al counts with ~350 collaborators worldwide
> One of the largest and most productive in Latin America (LATAM)

IEEE Fellow

IEEE Biometrics Council Distinguished Lecturer
Microsoft, Google e Tan-Chin Tuan Foundation Fellow
Asia Pacific Association Al Fellow

Listed among the TOP-2% Scientists worldwide (According to Stanford/PlosOne Study)

Visiting Professor to multiple institutions over the years
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Synthetic Reality

Al-driven synthetic media
Context
Narratives



Number of Al-Created Images* EVERYPIHEL

DALL-E 2 Models based on Stable Diffusion

916 million 12.590 billion o
T ? G
A

) ; '

Adobe Firefly Midjourney

1 billion 964 million

15.470 billion

*As of August 2023

Sources: Adobe;
our estimates, based on Photutorial, OpenAl, Civitai

> Data and Image from EveryPixel
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All digital content
has a history 2.8B

people regularly use image editing apps

In this new world of synthetic media and
generative Al, the need for transparency has
arrived. Using C2PA, Truepic provides
publishers, creators, and consumers the ability
to trace the origin of different types of media.

34.0M

Images are generated with Al every day

01.1%

of online misinformation comes from manipulated images

> Data and Image from T(uePiC.Com



What can we do’



Training Stage

(1) Multi-scale (Pyramidal) Decomposition

Ground-truth S;

© A. Rocha
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Detector #1

(2) Detection Step

Empower detection methods

(3) Behavior Knowledge Space
(Still Incomplete)
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(4) Behavior Knowledge Space

(b) Probability Map

Ferreira, Anselmo, et al. "Behavior knowledge space-based fusion for copy—move forgery detection." IEEE Transactions on Image Processing 25.10 (2016): 4729-4742.

Synthetic Realities: possibilities, frontiers, and societal challenges, A. Rocha, 2025
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Explore unseen telltales

e s

fi f b . , et )
. | (b) Semantic Map Prediction Module
Multi-scale | \: -
features | = &
L () 4 R 3 R
. « (d) Classification Module
Attention
Mask
1. 144 Noise Concatenated
Input face I < features
P V (a) Faature Extractlon Backbone | ( ) Separable
’ conv layers
— . — e — o —— ——— ——— — J Sp— .l - J
Multi-scale | :
features : = & | (
. C J
Kong, Chengqi, et al. "Detect and locate: Exposing face manipulation by semantic-and noise-level telltales." IEEE Transactions on Information Forensics and Security 17 (2022): 1741-1756.
Synthetic Realities: possibilities, frontiers, and societal challenges, A. Rocha, 2025 é‘{’é g @ r@COd,a,i 16




Explore unseen telltales

(a)Real (b)Deepfakes (c)FaceZFace (d)FaceSwap (e)NeuralTextures

Kong, Chengqi, et al. "Detect and locate: Exposing face manipulation by semantic-and noise-level telltales." IEEE Transactions on Information Forensics and Security 17 (2022): 1741-1756.



SYNTHETIC REALITIES: WHERE ARE WE?

Counteracting the contemporaneous proliferation
of digital forgeries and fake news
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How to stop Al deepfakes from scientific reports

sinking society — and science

Deceptive videos and images created using generative Al could sway elections, crash
stock markets and ruin reputations. Researchers are developing methods to limit their
harm.

nature

nature

Explore content v  About the journal v  Publish with us v

nature > scientific reports > articles > article

By Nicola Jones

y f =

Article | Open access | Published: 31 October 2022

SILA: a system for scientific image analysis

Daniel Moreira, Joao Phillipe Cardenuto, Ruiting Shao, Sriram Baireddy, Davide Cozzolino, Diego

Gragnaniello, Wael Abd-Almageed, Paolo Bestagini, Stefano Tubaro, Anderson Rocha, Walter

Scheirer, Luisa Verdoliva & Edward Delp &

Scientific Reports 12, Article number: 18306 (2022) | Cite this article

6552 Accesses | 27 Altmetric | Metrics

Abstract

A great deal of the images found in scientific publications are retouched, reused, or
composed to enhance the quality of the presentation. In most instances, these edits are
benign and help the reader better understand the material in a paper. However, some edits
are instances of scientific misconduct and undermine the integrity of the presented
research. Determining the legitimacy of edits made to scientific images is an open problem
that no current technology can perform satisfactorily in a fully automated fashion. It thus
remains up to human experts to inspect images as part of the peer-review process.
Nonetheless, image analysis technologies promise to become helpful to experts to perform

such an essential yet arduous task. Therefore, we introduce SILA, a system that makes

[lustration bv Sefor Salme
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Synthetic Realities and Artificial
Intelligence-Generated Contents

Daniel Moreira (" | Loyola University Chicago
Sébastien Marcel 7 | Idiap Research Institute
Anderson Rocha ¥ | University of Campinas

W elcome to the IEEE Security & Privacy spe-

cial issue on synthetic realities and artificial
intelligence-generated contents! In this edition, we
delve into the topic of synthetic realities, where gen-
erative artificial intelligence (GAI) is revolutionizing
the construction of narratives, blurring the boundar-
ies between fact and fiction, for the good and the bad.
Indeed, content created or enabled by GAI spans a
wide spectrum of usage and intentions, from fostering
positive experiences, such as entertainment, train-
ing, and education, to more questionable utilization, such
as deception, propaganda, and manipulation.

With the advent and maturity of GAI techniques,
much has changed in forensics, security, and privacy.
The way researchers and experts have been doing foren-
sics and security over the past decades is continu-
ously challenged with each new version of powerful Al
content generators. The synthetic content ranges from
audio, image, and video to text and their combinations,
coming from prominent models, such as ChatGPT,
LaMDA, ImageGen, StableDiffusion, Sora, and Gemini,
among others.

This special issue seeks to understand the required
changes in the way forensics, security, and privacy
experts operate, including how to deal with autogene-
rated fake and synthetic data (e.g,, text, images, videos,

Digital Object Identifier 10,1109/MSEC.2024,3388244
Date of current version: 10 May 2024

1540-7993/24©2024IEEE

CEHUTTERSTOCK. COMBUMMIT ART CREATIONS

and 3D content), how much autogeneration methods
are “shaping” new realities that do not exist, and what it
means for our society. The call presented the following
important questions: What are the possible new applica-
tions for forensics, security, and privacy? What are the
threats and challenges? Forensic aspects should include
any topics related to post hoc investigation practices after
the occurrence of events regarding created content (eg,
generated fake news or deepfakes and how to detect
them). Security aspects should include topics related
to how such contents might affect our lives in terms of
document authenticity and deception. Privacy should

Copublished by the IEEE Computer and Reliability Societies May/June 2024 7

®







Robust Feature
Learning

Open-set
Recognition

Self-supervised
Learning

Multi-modality of 5
Domain & Sensors 3

iR

Fusion Techniques /71\

Deepfake

: General-
detection

purpose
synthetic media
detection

@ Image

@ Video

HORUS & =

Presentation

Al-enabled and Injection
Child Attacks

Pornography Detection
Detection

Authorship
Attribution

Phishing
Detection

Fact
Checking

Scientific
Forgery
Detection










Communications



A




Liveness Proof

ny

Authanticana 10 iProov

Scan completed
e —







s (.lr?ol..s.. (UVERTT SR,
e AN N

J L el S\

Yo e

AT WAL

NN Vit ) : - paN VIR S ) A
o SRR N 3 S —t rfmﬁ R T vl
ny ! . 7 Ve 5
: i . . o

- W (R
N
e

»
- s

et

o™

L ?avwvzvra

i 79
J}i.)
W,
"\!0' !

_

I

S~y

s,
" ‘l
sk /

h ,pm...» J
Fmﬁ} [Rla [

D

el 2 Bl
B R T R
b ok LA

Stk gt BB
rrEd g w ey
WA TN SN P

myre gxgppvary
CA R Ao d Lol
TOErwONe e
Aware NS
oI P RTRTEN
bt DAL AT ERTECD - NIErEsrowsa
—n . - —— ——




wired.com




d.com

wire




@ FQCOd,a,i DeeplFake Detection System

reasoning for complex data

www.facebook.com/vesti khabarovsk

Probability of Fake for Expert #2: 99.81%

Upload Image Detect



@ r@COd ai Image Forgery

reasoning for complex data DeteCtion SyStem

Prob. of Forgery for Expert #1: 96.06%  Prob. of of Forgery for Expert #2: 52.40%

Upload Image Detect



FQCOCJ ,a,i Deeplake Detection System

reasoning for complex data

onews
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das1Bh  Suspeito preso confessou assassinato o agente Luca Romano

SR omommonsmunty

Probability of Fake for Expert #2: 95.91%

Upload Image Detect



@ r@COd .al Image Forgery

reasoning for complex data DeteCtion SyStem

Prob. of Forgery for Expert #1: 99.99%  Prob. of of Forgery for Expert #2: 99.68%

Upload Image Detect



r@COd ,a,i DeeplFake Detection System

reasoning for complex data
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‘3
Edicdo  SP: POLICIA BUSCA POR PM DESAPARECIDO NOLITORAL

das1Bh  Suspeito preso confessou assassinato do agente Luca Romano

s v |

Probability of Fake for Expert #2: 7.54%

Upload Image Detect
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SILA PDF files + figures with + figure panels + visual + manipulation + provenance
captions similarities masks graphs

o Analyst 4
B: decision ~ . Content Panel Image Copy-Move Provenance

. .

making f g ssaced® begin Extraction Segmentation Ranking Detection Analysis end

(a) SILA overview. (b) Proposed system workflow.
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A great deal of the images found in scientific publications are retouched, reused, or composed to
enhance the quality of the presentation. In most instances, these edits are benign and help the reader
better understand the material in a paper. However, some edits are instances of scientific misconduct

.
and undermine the integrity of the presented research. Determining the legitimacy of edits made to K
scientificimages is an open problem that no current technology can perform satisfactorily in a fully e U PDATE 4 C 0 NTE NT S HARI N G S C 0 R E 3
automated fashion. It thus remains up to human experts to inspect images as part of the peer-review CONTE NT SHARED TAB LE @

EXPAND SEARCH

& PROVENANCE GRAPH °

AFTER ALL PANELS PROCESSED

process. Nonetheless, image analysis technologies promise to become helpful to experts to perform
such an essential yet arduous task. Therefore, we introduce SILA, a system that makes image analysis SHARED AREA — 58 0/0
tools available to reviewers and editors in a principled way. Further, SILA is the first human-in-the- PR o OPTIMIZE _,
loop end-to-end system that starts by processing article PDF files, performs image manipulation 51 20 () \ v & &

. : files . R —— . VISUALIZATION | &
detection on the automatically extracted figures, and ends with image provenance graphs expressing P-RS e > -2y
the relationships between the images in question, to explain potential problems. To assess its b7 o (o ‘ v ’,:'
efficacy, we introduce a dataset of scientific papers from around the globe containing annotated : :: : — B4 0/0 L
image manipulations and inadvertent reuse, which can serve as a benchmark for the problem at hand. - [y'."‘._' .
Qualitative and quantitative results of the system are described using this dataset. Go. D [FeB!| (42 A% \ Ve ‘ CONSISTENT KEYPOINTS MAXIMUM

M A m @fx te LX CONVEX HULL SPANNING TREE

Since the early days of photography, images have been used in scientific publications to illustrate the proposed
methods, aid in explaining theories, and—most importantly—present the results of experiments. Photography
itself became part (I)Jf expergimcntation, producing kcs' rCSUl[S(Sngl as Photo 51, an X-ray l:ﬁffraction imagc%lcgrl; TRAC KI N G R E U S E D
showing the structure of deoxyribonucleic acid (DNA) for the first time'. Later on, with the advent and popu- FI N D I N G R E U S E D C 0 NT E NT
larization of digital photography, digital images were added to the scientific repertory, greatly enhancing the I M AG E S

speed at which photographic content is produced. In some scientific fields such as biomedicine, images captured
by dedicated apparatus are accepted as the results themselves, constituting the elements to be scrutinized while
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Pixel-Inconsistency Modeling for Image
Manipulation Localization

Chenqi Kong, Member, IEEE, Anwei Luo, Shigi Wang, Senior Member, IEEE, Haoliang Li, Member, IEEE,

IEEE TRANSACTIONS ON

PATTERN ANALYSIS AND
MACHINE INTELLIGENCE

Anderson Rocha, Fellow, IEEE, and Alex C. Kot, Life Fellow, IEEE
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FakeScope: Large Multimodal Expert Model for cEE TRANSACTIONS OF

Transparent Al-Generated Image Forensics PATTERN ANALYSIS AND
Yixuan Li, Yu Tian, Yipo Huang, Wei Lu, Member, IEEE, Shiqgi Wang', Senior Member, IEEE, Weisi MACHINE INTELLIGENCE

Lin, Fellow, IEEE and Anderson Rocha, Fellow, IEEE

SUBMITTED TO IEEE TRANSACTIONS ON PATTERN ANALYSIS AND MACHINE INTELLIGENCE 2
et T R R R R R N ettt - s s s s s s st (m s
: Fa keChain Lovelevel E— Fakelnstruct-ZOOOK \/ Detect / Explain / Analyze / Extended Conversations : ! FakeScope
: Long-form Vision Inconsistency Visual Instructions on Trace evidence -L_J Expert Model for
* Reasoning ' : iy . -1 Transparent
' on , _ How does the ripples and reflections What's the authenticity of this image? 1 Al-Generated Image
i image Authenticity low Level of Visual Trace Evidence — :er:;;:g ?the animals affect the image's A. Fake B. Real | Forensics
P —— . o Th ck has two f head.
éa I:jeenhances the image’s artistic Is t?\geaa:::alistizi‘eatzrea ?)ersaogg%n:f Aela
‘ generation?

A. It's a realistic feature in some species.

O} pe—————— __I __________________ . B. It suggests a lack of interaction
I . " with the environment.

— 1+ ACoTI Strategy :

|

1

C. Lack of dynamic, indicating B. It's a sign of Al generation.

technical limitations in rendering
water.

Humans-in-the-Loop Authenticity Reasoning C. It's a common photographic manipulation.

What aspect of the lighting under the lanterns
suggests the image could be Al-generated?

Is this scenario A. The presence of multiple light sources.

| reasonable in real life? B. Overly uniform lighting without subtle variations.

A. Yes, it can be real.

B. No, it cannot occur
in real life.

C. Extremely bright lighting.

D. Flickering of the lanterns

FNOILUEIN () Binary Detectors

(b) General LMMs

Fake Fake ; Real Real
Fake ! Real Real

4 models o ? 6 models
output FAKE * output REAL

What should I believe in?

Fig. 2. Contributions of this work. (a) FakeChain dataset, containing long-form reasoning on image authenticity, constructed via the proposed ACoT/

?
?g Is this image real or fake?

Let me analyze it now. [discussions] The
image appears to be real rather than Al- GPT4o
generated.

| am a large language model not  GeminiPro
designed for this task.

strategy (Sec. 3); (b) Fakelnstruct, containing 2 million visual instructions of image forensic knowledge (Sec. 4); (c) FakeScope model, the expert . ficscore voder

model for transparent Al-generated image forensics, capable of multi-dimensional forensic capabilities (Sec. 5).

<+
,% Is this a fake image generated by AI?

This image is FAKE with the possibility of 97.51%. @

Really? Why?

This image is fake because:

FakeScope

1. Against the girl’s head was a blurred, strange face without the other

parts of the body.

2. Their skin is too flawless, lacking the texture normally found on human skin.

3. The girl has a strange indentation in the inner corner of the lower edge of
her right eye, which was not consistent with human physiology.

* o8
o% Introduce a way to improve the realism of their skin.

You can add slight blemishes, freckles, or fine lines to break the uniformity. Mimic E[@
how light penetrates and scatters within the skin to avoid a plasticky look. “ar

FakeScope
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. Y Human . right through the bench, which | ' reflections and depth typically seen in | nnotate |
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FakeScope: Large Multimodal Expert Model for
Transparent Al-Generated Image Forensics

Yixuan Li, Yu Tian, Yipo Huang, Wei Lu, Member, IEEE, Shiqi Wang®, Senior Member, IEEE, Weisi

Lin, Fellow, IEEE and Anderson Rocha, Fellow, IEEE

What is the authenticity of this image?

Is this a fake image generated by Al?

Yes.

Is this image real? Yes, it is.

Analyze the authenticity of the input image.

)

(a) Absolute Judgments

IEEE TRANSACTIONS ON

PATTERN ANALYSIS AND
MACHINE INTELLIGENCE

The authenticity of this image is fake.

It's real.

Investigate the authenticity of this image with
visual details, and conclude with a final

judgment.

The texture of the tactical vest and clothing appea

rs overly uniform
and lacks patural variations typically seen in fabric materials. The
letters on the protection vest composing the word ‘DADVIER’ is

not actually a word, and there are blur and smudges around the
letters, indicating a sign of Al generation. The man's sunglasses
have a reflection that seems distorted and does not match the
environment or the direction he is facing. The proportions of the
rifle appear glightly off, with the barrel and stock not aligning as
expected in a real firearm. The overall sharpness and clarity of the

image fluctuate unpnaturally, particularly around the edges of the
man and the background objects. Therefore, this image is fake.

(b) Holistic Reasoning

A brown teddy bear dog with a

What is the main subject in this image? sticking out tongue.

How is the clarity of this image in terms of its

authenticity? Excellent enough to be real.

Is this an Al-generated fake image or a real
photograph? B.
A. Fake. B.Real. C.Uncertain.

How is the texture of the building in this

image regarding image authenticity? Too flat to be real.
Is this scene reasonable in real life? No.
What issues are in this image? A

A.Blur. B. Noise. C. Twisting. D. Smudge.

(c) Fine-Grained Trace Evidence

Is the layout of this image a factor exposing it's a fake?

The layout is not necessarily a determinant of its fakeness. The ducks are
spread out relatively evenly while with reasonable randomness across the water,

which could be natural as real photographs.
Give some suggestions on improving the realness of this image.

Adjust the reflections of all ducks to ensure consistency across the image. Make sure each duck
that is visible in the water has a corresponding reflection that matches in clarity and

position. Normalize the distribution of mist across the scene, ensuring it correlates with the light
source and environmental context.

(d) Extended Knowledge & Discussions
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(e) Statistical Visualization

Fig. 4. The composition of the Fakelnstruct, which is derived from the FakeChain dataset, containing 47K visual instructions on absolute authenticity
judgments, 95K instructions on holistic reasoning, 715K on fine-grained visual trace evidence, and 1190K on extended knowledge and discussions.
The million-scale diversified visual instructions of Fakelnstruct enable LMMs with a broad and fine-grained understanding of image authenticity,
ensuring LMMs are equipped to handle diverse forensic tasks with both interpretability and accuracy.
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