
Vulnerability Mining in Generative Models: Risk-Concretization and Sequence
Confusion Jailbreak Attacks

Haoming Yang1 , Ke Ma1∗ , Xiaohai Xu1 , Ligong Zhang1 , Xiaojun Jia5,6

Qianqian Xu2 , Qingming Huang3,2,4∗

1School of Electronic, Electrical and Communication Engineering, UCAS, Beijing.
2Key Laboratory of Intelligent Information Processing, Institute of Computing Technology, CAS,

Beijing.
3School of Computer Science and Technology, UCAS, Beijing.

4Key Laboratory of Big Data Mining and Knowledge Management, UCAS, Beijing.
5Nanyang Technological University, Singapore.

6Shenzhen Campus of Sun Yat-sen University, Shenzhen.
make@ucas.ac.cn, qmhuang@ucas.ac.cn

Abstract
With the rapid advancement of generative AI,
large-scale pre-trained text-to-image (T2I) and
text-to-text (T2T) models have demonstrated
tremendous promise in areas such as creative de-
sign and intelligent question answering, yet re-
main vulnerable to adversarial prompts that can
bypass safety filters. In the IJCAI 2025 Gener-
ative Large Model Security Challenge Launches,
we adopt a “red team” perspective to develop two
novel jailbreak techniques: a Risk-Concretization
Jailbreak Method for T2I and a Sequence Confu-
sion Jailbreak Method for T2T. The former con-
structs a “sensitive content to visual metaphor”
knowledge base and stealthily replaces forbidden
elements with metaphorical imagery to evade de-
tection and produce illicit visuals; the latter en-
codes the original request, embeds decoding cues
and role-play instructions, and steers the language
model to rebuild and reveal the concealed malicious
intent. Our methods achieved first place in the com-
petition, demonstrating their efficacy in Chinese-
language scenarios and offering fresh insights for
future defensive designs.

1 Introduction
In recent years, with the development of generative artifi-
cial intelligence technologies, generative models pre-trained
on massive datasets have been able to generate realistic im-
ages and rich textual content based on text inputs [Achiam
et al., 2023; Ramesh et al., 2022; OpenAI, 2023], bring-
ing about revolutionary changes in fields such as creative
design, education, and research. However, existing stud-
ies have shown that adversarial prompting can bypass the
model’s safety barriers [Liu et al., 2024; Zou et al., 2023a;
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Yuan et al., 2024], and induce the model to generate socially
harmful content such as pornography, violence, or discrim-
inatory text and images (see Figure 1), leading to serious
social issues.

Furthermore, in the Chinese language environment, exist-
ing safety filters are often based on keyword detection and
simple semantic analysis, which fail to fully account for the
differences in metaphorical expressions and cultural contexts
in Chinese. As a result, models are more easily bypassed
by adversarially designed metaphorical prompts [Zou et al.,
2023a; Deng and Chen, 2023]. Furthermore, existing safety
measures are unable to detect encoded content, allowing en-
coded queries to easily circumvent security barriers. The
reasoning capabilities of large language models (LLMs) can
effectively reconstruct harmful intent from encoded content,
which ultimately results in the generation of harmful outputs.

To address these vulnerabilities, this paper adopts a “red
team” perspective and proposes two methods for attacking
generative models: a Risk-Concretization Jailbreak Method
for T2I and a Sequence Confusion Jailbreak Method for T2T.
The T2I jailbreak method guides LLMs to replace sensitive
content with corresponding visual metaphor by construct-
ing metaphor mapping knowledge, thereby comprehensively
evaluating the defense capabilities of T2I models in Chi-
nese contexts. The T2T jailbreak method, on the other hand,
uses encoding-decoding, role-playing, and reverse induction
strategies to construct jailbreak prompts, which not only eas-
ily bypass security barriers but also guide language reasoning
models to reconstruct harmful intent and respond based on
that intent. This reveals the flaws in current safety filters and
shows that the inference abilities of language reasoning mod-
els are a double-edged sword.

The proposed T2I and T2T jailbreak methods in this pa-
per highlight the shortcomings of current safety protection
schemes in generative models. This research provides empir-
ical support and ideas for the development of future defensive
strategies. In summary, our contributions can be summarized
as follows:



1. We introduce a Risk-Concretization Jailbreak Method
for T2I that uses a metaphor mapping knowledge
base to stealthily replace sensitive content with visual
metaphors, highlighting vulnerabilities in current T2I
defenses.

2. We propose a Sequence Confusion Jailbreak Method for
T2T leveraging encoding-decoding, role-playing, and
reverse induction to expose flaws in existing security
barriers.

3. Experiments on competition benchmarks and main-
stream models show our methods greatly improve at-
tack success rates while preserving or enhancing seman-
tic consistency, confirming robustness and effectiveness.

2 Related Work
2.1 Safety of T2I models
Defense Strategies. T2I models typically employ three lay-
ers of protection against misuse. First, at the input stage,
AI moderation used by services such as Midjourney [Mid-
journey, 2023] and Leonardo AI [Leonardo.Ai, 2023] filters
out inappropriate user prompts. Second, output stage safety
checkers like Stable Diffusion’s [Rombach et al., 2022] built-
in system scan generated images and obscure any sensitive re-
gions. Third, internal concept erasure [Gandikota et al., 2023;
Kumari et al., 2023] techniques embed safeguards into the
inference process or fine-tuning to actively suppress undesir-
able content. However, this method can sometimes reduce the
quality of harmless outputs.

Jailbreak Attacks on T2I Models. Recently, “jailbreak”
strategies have become increasingly popular: attackers craft
specialized prompts that directly induce the generation of un-
safe content. Representative methods include DACA [Deng
and Chen, 2023], which decomposes a harmful prompt into
multiple benign phrases before recombining them to evade
filters; MMA-Diffusion [Yang et al., 2024], which attacks
both text and image modalities in a unified framework to by-
pass prompt filters and post-hoc safety checks; and ColJail-
Break [Ma et al., 2024], which first generates a “safe” scene
and then inpaints harmful elements followed by seamless re-
finement.

While these techniques are quite effective in open-source
or white-box environments, they often fail against commer-
cial black-box platforms such as DALL·E 3 [OpenAI, 2023]
and Hunyuan [Lab, 2023]. This vulnerability is especially
pronounced in Chinese-language contexts, where keyword
filters and semantic detectors tend to be less sensitive to cul-
tural nuances and metaphorical expressions, making it easier
for localized prompt techniques to slip through undetected.

2.2 Safety of T2T models
Safety Alignment. LLMs [Achiam et al., 2023] have
demonstrated outstanding capabilities in various fields. Re-
searchers are working to ensure the usefulness and safety of
these models through alignment techniques. Specific mea-
sures include collecting high-quality data that reflects human
values, training through Supervised Fine-Tuning (SFT) [Wu

et al., 2021], and Reinforcement Learning with Human Feed-
back (RLHF) [Ouyang et al., 2022; Bai et al., 2022]. How-
ever, recent jailbreak attacks have shown that even LLMs
with strict alignment still have security vulnerabilities.

Jailbreak Attacks on T2T Models. Existing research
on jailbreak attacks [Ding et al., 2023] can be divided into
two categories: white-box [Zou et al., 2023b] and black-box
[Chao et al., 2025] methods. White-box methods are effective
but require access to the model’s weights or gradient parame-
ters and have limited transferability to closed-source models.
Black-box methods only require access to the interface and
can perform effective attacks on commercial chat-bots. How-
ever, they have drawbacks, such as long iteration times, high
query costs, or reliance on complex auxiliary tasks like cryp-
tography. This paper aims to develop a simple and efficient
black-box jailbreak method.

2.3 Prompt Risk Filtering Strategies
Existing external defense mechanisms for models can be di-
vided into two categories: policy-based defenses [Robey et
al., 2025] and learning-based defenses [Dai et al., 2024;
Achiam et al., 2023]. The former does not require train-
ing and achieves defense by improving the inference process,
while the latter trains models such as LLMs to acquire the
ability to identify harmful prompts.

3 Methodology
3.1 Risk-Concretization Jailbreak Method
This section details the design rationale and implementation
of the Risk-Concretization Jailbreak framework as shown
in Figure 2, which comprises three core modules: first,
constructing a comprehensive metaphor-mapping knowledge
base through manual analysis supplemented by LLMs sup-
port; second, generating diverse and controllable metaphor-
driven jailbreak prompts based on this knowledge base; and
finally, conducting multi-round iterative optimization guided
by model outputs. This approach aims to systematically un-
cover security vulnerabilities in Chinese-language T2I mod-
els and provide empirical evidence to inform the development
and strengthening of future defense strategies.

Metaphor Mapping Knowledge Base. In our T2I jail-
break method, constructing a high-quality metaphor mapping
knowledge base serves as the foundation for prompt gener-
ation. This knowledge base is designed to transform sensi-
tive risk-related concepts into visually descriptive expressions
that are semantically aligned but more concealed, allowing
them to bypass input-level risk detection mechanisms.

We begin by integrating public content safety guidelines,
risk-related keyword lists, and original jailbreak query data.
Through manual filtering and large model–assisted expan-
sion, we construct a sensitive concept set:

C = {c1, c2, . . . , cN}, (1)

where each ci represents a representative term within a spe-
cific risk category, such as “firearm”, “blood”, or “drugs”.

For each concept ci, we rely on manual analysis supple-
mented by an auxiliary large model A (e.g., GPT-4), together



Figure 1: Left: Adversarial prompting induces the model to produce harmful content; Right: A disguised prompt bypasses the filter to
generate a harmful image.

with a specially designed prompt template PG, to generate
K metaphorical expression candidates:

Mi = {mi1,mi2, . . . ,miK} = A(ci|PG), (2)

where mij denotes the j-th metaphorical rewriting of concept
ci.

For example, for the concept “blood”, the model may gen-
erate metaphorical expressions such as: “Red paint” or “dark
red juice”. While these expressions do not explicitly mention
the sensitive keyword, they convey a strong visual implica-
tion and are likely to trigger the intended scene generation
without being blocked by keyword filters.

For each candidate mij , we apply a human evaluation pro-
cess using two scoring dimensions: Concealment ϕ(mij),
which measures the expression’s ability to evade keyword
or semantic filters; and Fidelity ψ(mij), which evaluates se-
mantic consistency with the original concept.

We then compute a weighted score combining both met-
rics:

T (mij) = ϕ(mij) + ψ(mij), (3)
Finally, we retain the Top-K candidates with the highest

scores to form the refined metaphor subset:

M∗
i = TopK{T (mij) | j = 1, 2, . . . ,K}. (4)

This knowledge base provides a small set of high-quality,
semantically aligned visual metaphors for each sensitive con-
cept, forming a reliable basis for metaphor-driven prompt
construction in the T2I jailbreak pipeline.

Metaphor-Driven Prompt Generation. After construct-
ing the metaphor mapping knowledge base M∗, we proceed
to generate adversarial prompts for the T2I model. Given
a jailbreak target G, we employ an auxiliary large language
model A with a specially designed metaphor-conversion
prompt template PA, to generate the final metaphorical
prompt:

P (M∗) = A(G | PA) (5)
The generated prompt avoids explicitly using sensitive

or high-risk keywords. Instead, it substitutes them with

metaphorical expressions that preserve the underlying seman-
tics while bypassing keyword filters and semantic safety de-
tectors.

For example, for a query such as “a teenager bleeding on
the ground,” we first identify the core sensitive concept, e.g.,
“blood,” and then replace it using metaphorical expressions
from M∗, such as “red paint” or “dark red juice.” These ex-
pressions maintain the intended meaning while significantly
reducing the chance of triggering safety filters.

Multi-Round Iterative Optimization The prompt
P (M∗) is submitted to the target T2I model V , and the
model returns an output:

S = V(P (M∗)) (6)

Simultaneously, we record whether the output has been in-
tercepted by the model’s safety mechanism using a binary
flag:

B(S) =

{
1, if S is rejected,
0, otherwise.

(7)

In parallel, human evaluators assess the model’s outputs in
terms of semantic fidelity, risk implication, and visual coher-
ence. If a model response is intercepted (i.e., B(S) = 1),
or the generated result fails to convey the intended attack
semantics, we manually revise the metaphor mapping and
prompt content based on feedback from the safety mecha-
nism and human evaluation, then submit a new prompt in the
next round. This iterative process continues until we obtain a
response that is both unobstructed and semantically correct,
or until a predefined maximum number of rounds is reached.

3.2 Sequence Confusion Jailbreak Method
This section introduces the Sequence Confusion jailbreak
Method for T2T. We first rigorously define jailbreak attacks
on LLMs equipped with front-end risk fences, followed by
an analysis of the mechanisms underlying current mainstream
risk interception models. Based on these insights, we propose
the T2T attack method, comprising a Harmful Intent Disguise



Figure 2: (a) A schematic of the Risk-Concretization Jailbreak Method, transforming original sensitive concepts into metaphorical visual
descriptions to bypass safety filters and achieve jailbreak; (b) examples of jailbreak results.

Module and a Role-Play and Inverse Query Template Embed-
ding Module.

Problem Definition: Given a harmful request X =
{x1, x2, . . . , xn} consisting of n tokens (e.g., “How to make
a bomb?”), a victim LLM Fvictim (e.g., GPT-4), and a risk
interception fence Jguard, the response S is obtained by in-
putting X through the risk interception fence Jguard. This is
expressed as:

S = Fvictim(Jguard(X )) (8)

where

J guard(X) =

{
None, if X is unsafe,
X , otherwise .

(9)

The jailbreak attack method B aims to transform X into an
adversarial prompt X ′. This prompt first bypasses the risk
interception fence Jguard and subsequently manipulates the
LLM to circumvent its internal safety mechanisms, thereby
generating harmful content S′ that fulfills the original intent
of X :

S′ = Fvictim (Jguard(X ′)) (10)

Existing defense mechanisms can be broadly categorized
into two classes: policy-based defenses [Robey et al., 2025]
and learning-based defenses [Ganguli et al., 2022]. The for-
mer operates without additional training, achieving defense
by modifying the inference process. The latter [Dai et al.,
2024; Achiam et al., 2023] endows the LLM with safety
properties through specialized training. Current external de-
fense mechanisms rely heavily on the semantic information
within the input prompt. Crucially, they do not trigger inter-
ception if the input itself does not explicitly manifest harmful
intent.

Based on the above observation, we propose a Sequence
Confusion jailbreak Method (see Figure 3). This method
first decomposes the original malicious request into token-
level fragments and randomly shuffles them to create covert
cues that no longer reveal malicious semantics, thereby by-
passing the front-end risk fences. Subsequently, by employ-
ing a predesigned role-play and inverse-query template, these
covert cues are embedded into the prompt, guiding the model
during decoding to reconstruct the original harmful intent and
ultimately generate a response that satisfies that intent.

Harmful Intent Disguise. We disrupt the semantic infor-
mation of the original query by performing token-level de-
composition (breaking down and disrupting most tokens) and
randomly shuffling them. A mapping dictionary is then used
to guide the model to reconstruct harmful intentions. Given
a harmful query X = {x1, x2, . . . , xn}, where xi are the to-
kens. We perform random shuffling decomposition on each
token xi, causing most tokens to be disassembled and lose
their original semantic meaning. Subsequently, a random per-
mutation π is generated:

P =
(
π(1), π(2), . . . , π(n)

)
,

M(i) = xπ(i), i = 1, . . . , n.
(11)

Finally, the victim LLM can reconstruct the malicious in-
tent through reasoning using the permutation P and the dic-
tionaryM .

Role-Play and Inverse Query Template Embedding.
Leveraging a strategy combining role-play and inverse

Before decomposing the original statement, targeted synonym
replacement for sentences containing extremely sensitive words can
effectively improve the bypass rate of security filters.



Figure 3: A schematic of the Sequence Confusion Jailbreak Method for LLMs based on word order obfuscation. The original query is
disassembled and shuffled, then supplemented with reconstruction prompts to deceive the risk interception model and achieve jailbreak.

CogView4 DALL·E 3 Hunyuan Tongyiwanxiang

Method ASR SC ASR SC ASR SC ASR SC

QF-GREEDY 0.4000 0.2015 0.4000 0.2031 0.1333 0.2004 0.3667 0.2039
QF-GENETIC 0.4000 0.2168 0.3333 0.2096 0.2000 0.2048 0.2667 0.2048
OURS 0.7333 0.2212 0.6667 0.2158 0.6333 0.2053 0.6667 0.2044

Table 1: Comparison of ASR and SC metrics between our method and the baselines across four T2I models.

Model MODEL-A MODEL-B MODEL-C
ASR 63.33% 63.33% 56.67%

Table 2: ASR on the three black-box models used in the competition
queries, we design the template T (see Appendix). Embed-
ding P andM into this template yields X ′:

X ′ = T (P , M) (12)
Upon receiving X ′, the model first performs decoding:

X̂ =
{
M

(
P (1)

)
, M

(
P (2)

)
, . . . , M

(
P (n)

)}
(13)

Subsequently, guided by the role-play and inverse query
strategy, the model generates a harmful response based on
X̂ :

S′ = Fvictim

(
Jguard(X ′)

)
(14)

Through the previous strategy, our approach can easily by-
pass the model’s safety filter and induce the model to recon-
struct harmful intentions, then generate harmful responses.

4 Experiment
4.1 Experimental Results for T2I
This section validates the superiority of the proposed T2I at-
tack method through experiments. We first describe the ex-
perimental setup, including the hardware environment, target
models, and evaluation metrics. Then, to comprehensively as-
sess the effectiveness of our method, we report results on the
three black-box models used in the competition and present
comparative experiments on four mainstream models along
with their outcomes.

Experimental Setup
Target Models and Datasets. We selected four widely used
T2I models as the victims of our attack: CogView4 [AI,
2023], DALL·E 3 [OpenAI, 2023], Hunyuan [Lab, 2023],
and Tongyi Wanxiang [Cloud, 2023]. For benchmarking, we
adopted the official final test set from the IJCAI 2025 Gener-
ative Large Model Security Challenge. This dataset consists
of 30 Chinese-language prompts covering a diverse range of
high-risk scenarios and serves as the standard evaluation split
for the competition.

Baselines. We select QF-GREEDY and QF-GENETIC
[Zhuang et al., 2023] as the publicly available jailbreak meth-
ods for T2I models. All experiments are carried out on an
Ubuntu system with an NVIDIA RTX 4090 GPU (24 GB
VRAM), strictly following the model parameters and proce-
dures described in their respective papers.

Evaluation Metrics. We evaluate our methods using two
primary metrics: Attack Success Rate (ASR) and Semantic
Consistency (SC). ASR measures the proportion of attack
prompts that successfully bypass the model’s safety detector,
providing a direct assessment of a jailbreak method’s effec-
tiveness. SC quantifies how closely the semantics of the gen-
erated image align with the original unsafe prompt by com-
puting the similarity between their CLIP-based embeddings,
thereby reflecting the fidelity of the attack’s intended content.

Experiment Results
Attack Performance on Competition Models: From the re-
sults shown in Table 2, our method achieves an ASR above
50% under our method, with MODEL-A and MODEL-B both
at 63.33%, and MODEL-C slightly lower at 56.67%. This
indicates that our metaphor mapping combined with multi-
round iterative optimization exhibits good generality across



Model / Prompt Prompt1 Prompt2 Prompt3
MODEL-A 100% 100% 100%
MODEL-B 100% 100% 100%
MODEL-C 96.67% 100% 100%

Table 3: ASR of the proposed method on three black-box models
across different prompts.

different T2I architectures, while still being affected by vari-
ations in each model’s safety mechanisms. MODEL-C ap-
pears more sensitive to visual metaphors, resulting in a higher
interception rate. In future work, we will develop a wider va-
riety of metaphorical forms and perform finer-grained itera-
tive evaluations to optimize against different models’ filtering
mechanisms, thereby improving attack success rates and en-
hancing the overall robustness of our approach.

Extended Model Attack Performance: From Table 1,
it is evident that our method consistently achieves substan-
tially higher ASR and comparable or better SC than both QF-
GREEDY and QF-GENETIC across all four commercial T2I
models.

Specifically, OURS achieves ASR of 73.33% on
CogView4, 66.67% on DALL·E 3, 63.33% on Hunyuan, and
66.67% on Tongyiwanxiang. These results exceed the base-
lines by over 25 percentage points and demonstrate robust
generalization as well as strong attack potency across diverse
safety mechanisms.

In terms of SC, OURS also surpasses both baselines on
CogView4 (0.2212) and DALL·E 3 (0.2158), indicating that
the increased attack success rate does not come at the expense
of semantic quality. For Hunyuan (0.2053) and Tongyiwanx-
iang (0.2044), OURS maintains SC values essentially on par
with the baselines, showing that our approach preserves the
semantic alignment between generated images and the target
concepts even under high attack efficiency.

Overall, OURS not only substantially improves jailbreak
success rates but also maintains or enhances semantic consis-
tency in most scenarios, validating the effectiveness and sta-
bility of our metaphor-driven prompt construction and multi-
round iterative optimization strategy.

Prompt Prompt1 Prompt2 Prompt3
Bypass Rate 100% 100% 100%

Table 4: BR of the proposed method against safety filters used in the
competition.

4.2 Experimental Results for T2T

This section aims to demonstrate the superiority of T2T at-
tack method through experiments. In the following con-
tent, we introduce the experimental setup, including the target
LLMs and evaluation metrics. Furthermore, to test the effec-
tiveness of the proposed method, we have also included eval-
uations of three mainstream domestic Chinese language rea-
soning models, in addition to the data results from the three
black-box models used in the competition.

Model / Prompt Prompt1 Prompt2 Prompt3
MODEL-A 96.67% 100% 100%
MODEL-B 96.67% 100% 100%
MODEL-C 66.67% 96.67% 86.67%

Table 5: TC of the proposed method on three black-box models
across different prompts.

Experiment Setup
Target Models and Datasets: The target models in this
study include the three black-box models used in the compe-
tition, as well as three additional mainstream Chinese mod-
els: DeepSeek-R1 [Guo et al., 2025a], Qwen3-235B-A22B
[Yang et al., 2025], and Doubao-seed 1.6 thinking [Guo et
al., 2025b]. The test dataset used in this study consists of 30
harmful queries, which were also used in the competition.

Evaluation Metrics: We primarily use the ASR to evalu-
ate our approach. Additionally, we have compiled the results
of Toxic Consistency (TC) obtained during the competition.
This metric measures whether the model’s output response is
consistent with the theme of the original query. We also com-
piled the Safety Guardrail Bypass Rate (BR) from the com-
petition results of the solution proposed in this paper. The
evaluation of the experimental results is conducted through a
combination of LLM and manual review.

Experiment Results
Attack Performance on Competition Models: As shown
in Table 3, on the three models used in the competition,
the proposed three approaches achieved nearly 100% ASR.
As shown in Table 5, the TC of the three approaches was
also high across the three models. For MODEL-A and
MODEL-B, the TC was close to 100%, while the TC for the
three prompts on MODEL-C varied significantly, at 66.67%,
96.67%, and 86.67%, respectively. Through analysis of the
submission data, we concluded that these variations were re-
lated to MODEL-C’s higher hallucination rate or better align-
ment performance. Additionally, as shown in Table 4, all
three prompts achieved a 100% bypass rate against the risk
interception fences in the competition.

Extended Model Attack Performance: Building on the
competition models, we evaluated three additional main-
stream Chinese language reasoning models. As shown in Ta-
ble 6, our proposed method achieved nearly 100% ASR on
all three models.

Model / Prompt Prompt1 Prompt2 Prompt3
DeepSeek-R1 100% 100% 100%
Qwen3-235B-A22B 96.67% 100% 96.67%
Doubao-seed 100% 100% 100%

Table 6: ASR of the proposed method on three newly introduced
mainstream Chinese language reasoning models across different
prompts.

5 Conclusion
We introduce the Risk-Concretization Jailbreak Method for
T2I and the Sequence Confusion Jailbreak Method for T2T.



CogView4 DALL·E 3 Hunyuan Tongyiwanxiang

Method ASR SC ASR SC ASR SC ASR SC

QF-GREEDY 0.3400 0.2595 0.1600 0.2520 0.1800 0.2684 0.3300 0.2697
QF-GENETIC 0.4100 0.2606 0.1700 0.2571 0.1700 0.2735 0.3400 0.2607
OURS 0.6800 0.2678 0.6200 0.2580 0.5500 0.2593 0.6300 0.2665

Table 7: Comparison of ASR and SC metrics between our method and the baselines across four T2I models.

Crowned first in the competition and validated across mul-
tiple mainstream T2I systems and LLMs, these techniques
dramatically outperform existing approaches in both attack
success rate and semantic fidelity. Our results expose critical
gaps in current safety defenses and offer valuable guidance
for designing future protections that are sensitive to cultural
context and metaphorical nuances.

Ethical Statement
This study evaluates jailbreak techniques for generative mod-
els within a controlled research environment using compliant
data. Our goal is to strengthen defenses, not enable misuse.
We adhere to legal and ethical standards and will share our
findings to support safe deployment.

A Additional Experiment
More Baselines We incorporated two additional compara-
tive methods, Deepinception [Li et al., 2024] and CodeAttack
[Ren et al., 2024]. The dataset utilized in this section is the
same as that employed in the competition. As presented in
Table 8, our proposed method achieved state-of-the-art ASR
performance across all three evaluated models.

Model / Prompt DeepSeek-R1 Qwen3-235B-A22B Doubao-seed 1.6 thinking
Deepinception 53.33% 16.67% 53.33%
CodeAttack 30.00% 20.00% 53.33%
Ours 100.00% 100.00% 100.00%

Table 8: Comparison of proposed method with other methods.

Ablation Study We disaggregated the influential factors
of our proposed method into three components: Evil Align-
ment (EA), Inverse Query (IQ), and Token Shuffle (TS). Ex-
periments were conducted on DeepSeek-R1 by successively
ablating each of these factors. As illustrated in Table 9, the
method presented herein effectively enhanced ASR.

Method ASR

EA (✓), IQ (✓), TS (✓) 100%
EA (✗), IQ (✓), TS (✓) 60%
EA (✗), IQ (✗), TS (✓) 14%
EA (✗), IQ (✗), TS (✗) 4%

Table 9: Ablation study on the effect of EA, IQ, and TS.

Experiment On New Dataset To further validate the ef-
fectiveness of our proposed T2T method, we randomly sam-
pled 50 queries from the Jailbreakbench dataset [Chao et al.,
2024] to construct a new dataset for our experiments. Table
10 demonstrates that the method proposed in this paper main-
tains a high ASR on this newly established dataset.

Model / Prompt Prompt1 Prompt2 Prompt3
DeepSeek r1 100% 100% 100%
Qwen3-235B-A22B 96% 100% 98%
Doubao-seed 1.6 thinking 98% 100% 96%

Table 10: Results of our method on sampled dataset from Jailbreak-
bench.

To further validate the effectiveness of our proposed
T2I method, we conducted additional experiments on the
VBCDE-100 dataset [Deng and Chen, 2023]. As shown in
Table 7, our method significantly outperforms the baseline on
both metrics, demonstrating superior attack capability as well
as better semantic preservation.

B Metaphorical Substitution Examples

This section provides examples of metaphorical substitutions
used to replace sensitive visual concepts in prompts.

Sensitive Concept Metaphorical Substitution Examples
Blood red paint, watermelon juice, spilled red

dye, tomato sauce stains, red wine stains
Viscera broken watermelon flesh, shattered jam jar,

spilled fruit pulp
Corpse person lying on the ground, red paint

spilled underneath
Liquid dark oil stains, flattened fabric, striped mud

streaks
Wound wrinkled red fabric, cracked paint on can-

vas
Severed Limbs broken sculpture parts
Firearms metal tube-shaped objects, plastic toy gun,

hand gesture mimicking a gun
Bullet Holes damaged wall marks, scattered metal frag-

ments
Flame / Firelight orange-red light cast on the ground, burn-

ing candle
Despair / Pain pensive figure gazing into the distance,

confused expression looking upward with
eyes closed

Fear / Panic silhouette standing still, figure holding
head with both hands

Loneliness / Depres-
sion

figure in a corner, person gazing out the
window

Knives metal name card holder, object resembling
a butcher knife

Daggers / Swords decorative sword hilt sculpture, stage prop
weapon

Clubs walking cane, golf club
Explosives sparkler, dry ice with fog
Sexual Suggestiveness hazy environment, silk as thin as cicada

wings, a light veil

Table 11: Metaphorical substitutions for sensitive visual elements.
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